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1. OBJETIVO

Demonstrar 0s passos para a instalacdo e configuracdo dos softwares necessarios para a
implementacéo do ambiente de trabalho remoto.

2. ESCOPO

Aplica-se aos servidores lotados no Cefet/RJ.
3. DEFINICOES

Trabalho remoto: o exercicio de atividades relacionadas ao escopo do Cefet/RJ, sendo
executadas fora dos Campi, mediante a utilizacdo de tecnologias de informacdo e de
comunicacéo, desde que ndo se constituam como trabalho externo, conforme o previsto no Art.
75-B da Lei N° 13.467, de 13 de Julho de 2017.

4. RECURSOS NECESSARIOS

Para realizar o acesso remoto aos sistemas do Cefet/RJ, faz-se necessario a utilizacéo dos
seguintes recursos:
e Formulario de solicitacdo de acesso a VPN (www.cefet-rj.br/dtinf) assinado e carimbado pela

diretoria sistémica;

e Enviar o formulario digitalizado via e-mail para: dtinf@cefet-ri.br com cépia para sidat@cefet-
ri.br.

e O solicitante recebera por e-mail os dados para acesso em até 72h a contar do envio do e-
mail;

e Alteracdo da senha (recebida via e-mail no passo anterior) de autenticacdo de usuario no
Blockbit (Firewall);

¢ Instalacé@o do Cliente VPN Shrew;
e Configuragéo do Cliente VPN Shrew;

e Conectar-se a VPN do Cefet/RJ.

Ao final deste documento vocé encontrara os fluxos de processos referentes a implementagéo

do ambiente de trabalho remoto.
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5. OBSERVACOESlMPORTANTES

5.1. O usuério é cadastrado previamente pela equipe do SIDAT, ndo sendo as mesmas

credencias utilizadas no dominio do Cefet/RJ;

5.2. O usuario deve atentar para a desconexdo da sessao de VPN sempre que encerrar

suas atividades;

5.3. O DTINF nédo se responsabiliza por danos causados ao sistema operacional e/ou
documentos pessoais que venham ocorrer apés acesso remoto (ANy Desk) as

maquinas pessoais.

6. AUTENTICACAO NO FIREWALL (BLOCKBIT)
ApoOs o recebimento do e-mail contendo as credencias de autenticagao no Firewall (Blockbit), o
usuario deverd realizar a troca da senha recebida:
6.1. Acesse 0 endereco https://fw-1.cefet-rj.br:9803, vocé recebera o aviso de “Conexao nao
segura” ou “Sua conexao nao é particular”, clique em “Avancgado” (figura 1);

6.2. Clique em “Ir para https://fw-1.cefet-rj.br:9803 (ndo seguro)’ (figura 2);

6.3. Com o usuério e senha recebidos por e-mail, faga o login no portal da Blockbit (Firewall)

(figura 3); e

6.4. Clique em “Alterar” na opgéo “Senha” (figura 4), para modificar a senha de acesso.

b

Sua conexao ndo e particular

w-1.cefet-rl.br (00

= [(==

Figural - Clique em "Avangado"
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Figura 2 - “Ir para https://fw-1.cefet-rj.br:9803 (ndo seguro)”
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Figura 3 - Login no portal da Blockbit
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Figura 4 - “Alterar” na opgao “Senha”

7. INSTALAGAO DO CLIENTE “VPN Shrew”

7.1.Baixe o arquivo de instalacao do cliente de VPN (Versao Windows), escolha o arquivo

com a designacao “vpn-client-2.2.2-release”.

7.2. Clique em “Next” (figura 5).

) Shrew Soft VPN Client Setu

Welcome to the Shrew Soft VPN
Client Setup Wizard

This wizard will guide you through the installation of Shrew
Soft VPN Client.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

[ Next > ] [ Cancel

Figura 5 - Clique em “Next”
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7.3.Selecione a opgao “Standart Edition” (figura 6).

) Shrew Soft VN Client Setuy

Software Edition ;
Choose the software edition you would like to install, "P"nll[

Please select one of the following options:

() Professional Edition
This edition offers all the Standard edition features as well as several features that may be

helpful for users connecting to a corporate LAM. It will install with a 14 day evaluation period
limit. To use the Professional version after the evaluation period has expired, a dient license

(@) Standard Edition

This edition provides a robust feature set that allows the user to connect to a wide range of
open source and commercial gateways. Itis free for both personal and commercdial use.

< Back ][ Next = ] [ Cancel

Figura 6 - Opgao “Standart Edition”

7.4.Clique em “I Agree” (figura 7).

Please review the license terms before installing Shrew Soft VPN
Client,

Press Page Down to see the rest of the agreement.

“opyright (c) 2006-2013 Shrew Soft Inc. ( www.shrew.net)
All rights reserved, W

SHREW SOFT VPM CLIENT
STANDARD EDITION
SOFTWARE LICENSE AGREEMEMT

Redistribution in binary form is permitted for both personal and commerdal use provided
that the following conditions are met:

1) Madification or remeval of any pertion of this software package prior to redistribution -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Shrew Soft VPN Client.

< Back H I Agree ] [ Cancel

Figura 7 - Clique em “l Agree”
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7.5.Nao faca alteracdes nesta opc¢ao (figura 8).

(@) Shrew Soft VPN Client Setup oo
Choose Components r

Choose which features of Shrew Soft VPN Client you want to

SHREW SOFT.
install. “P"m.li '

Check the components you want to install and uncheck the components you don't want to
install. Click Mext to continue.

Select components to install: Description
Program Files
Network Drivers
IKE/IPsec Services

Start Menu Shortcuts

Desktop Shortcuts

Space required: 12.8MB

< Back ][ Next = ] l Cancel

Figura 8 - Nao faca alteracGes nesta tela
7.6. Cliqgue em “Next” (figura 9).

{{J) Shrew Soft VPN Client Setup

Choose Install Location
Choase the folder in which to install Shrew Soft VPN Client.

Setup will install Shrew Soft VPN Client in the following folder. To install in a different folder,
dick Browse and select another folder. Click Next to continue,

Destination Folder

:\Program Files\ShrewSoft\WEN Client

Space required: 12.8MB
Space gvailable: 508.0GE

< Back H Next > ]l Cancel

Figura 9 - Clique em “Next”
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7.7.Clique em “Finish” (figura 10).

{{) Shrew Soft VPN Client Setup

Completing the Shrew Soft VPN
‘ Client Setup Wizard

Shrew Soft VPN Client has been installed on your computer.

@ Click Finish to close this wizard.

Figura 10 - Clique em “Finish”
8. CONFIGURAGAO DO CLIENTE “VPN Shrew”
8.1. Faca o download do arquivo de configuragéo “Cefet.,.".
8.2.  Execute o cliente VPN Shrew (figura 11).

') VPN Access Manager =NRE X

File Edit View Help

Add

Figura 11 - Cliente VPN Shrew
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8.3. Cliqgue em “File”, logo apds clique em “Import” (figura 11), e entdo selecione o diretdrio
onde vocé salvou o arquivo de configuragdo da VPN. Depois, clique em “Abrir” (figura

€) Import VPN File =
@Q-I v Blockit 4| [ Pesas 2|
Organizar v Nova pasta @
¢ Faveritos Nome Tip Tamanh
B Area de Trabzlho || Cefetwpn Arg PN 1KB
& Download:
1 Locais
Nextcloud
#& OneDrive for B
f@a OneD
1% Computador
&, Windows (C:)
= HP RECOVERY ([ ™
Nome: Cefetvpn ~ | Shrew Soft UPN File (*.vpn) -
Abrir |+ Cancelar

Figura 12 - Clique em “Abrir”

9. CONECTANDO A VPN DO CEFET/RJ

9.1. Carregadas as configuragdes, execute a conexao (figura 13).

£y VPN Access Manager

File Edit View Help

‘ Add

Figura 13 - Execute a conexao
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9.2. Clique em “Edit / Properties / Policy ” (figura 14, na ultima aba).

IPSEC Policy Configuration

Falicy Generation Lewvel

[ Maintain Persistent Security Assaciations
Obtain Topology Automatically or Tunnel &1

| Athentication | Phaze 1 | Phase 2 |F'D|I%T e

J Remate Metwark. Resource

b cuclify

Save ] [ Cancel

Figura 14 - Clique em “Edit / Properties / Policy ”

9.3. Selecione a opcao “Obtain Topology Automatically or Tunnel All” (figura 14).
9.4. Na proxima tela (em “Connect”), informe os seguintes dados (figura 15):

e Username: usuario@dominio;
e Password: Informe a senha,;

e Clique em “Connect”.
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#9 VPN Connect - Cefetvpn EERER >

Cannect | Metwark |

config loaded for site 'Cefet wpr'

Credentialz

|zername

Paszward

Connect ] ’ E it

Figura 15 - Informar os dados de autenticag&o no Firewall

10. SUPORTE E OUTRAS DUVIDAS

Se vocé necessitar de outro tipo de auxilio, favor abrir um chamado na Plataforma de
Chamados.

11. SOLICITACAO DE PERIODO PARA TRABALHO REMOTO

Todas as solicitacdes para exercer o trabalho remoto devem ser encaminhadas ao Chefe do
DTINF, via e-mail.

Endereco eletrénico do Chefe do DTINF: dtinf@cefet-rj.br.
12. DIVULGACAO

Para todos os servidores lotados no Cefet/RJ.
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